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DETAILED ACTION 

1 . This action is in response to the amendment filed on 08/31/2009. 

2. Claims 1 and 3 have been amended. 

3. Claims 1-4 are pending for consideration. 

Response to Arguments 

4. Applicant's arguments with respect to claims 1-4 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Objections 

5. Claims 2 and 4 are objected to because of the following informalities: 

a. In line 1 of claim 2, the phrase "A programmable-logic-controller peripheral 
device" should be changed to "The peripheral device for the programmable logic 
controller". 

b. In line 1 of claim 4, the phrase "A programmable-logic-controller peripheral 
device" should be changed to "The peripheral device for the programmable logic 
controller". 

Appropriate correction is required. 

Claim Rejections - 35 USC §112 

6. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 



The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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7. Claims 1-4 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

8. Claim 1 recites the limitations "the authentication data" and "the programmable 
logic controller peripheral device" in line 4 and line 6, page 2 of the Claims. There is 
insufficient antecedent basis for this limitation in the claim. 

9. Claim 3 recites the limitations "the authentication data" and "the programmable 
logic controller peripheral device" in line 2 and line 5, page 4 of the Claims. There is 
insufficient antecedent basis for this limitation in the claim. 

10. The dependent claims are depended on the rejected base claim, and are 
rejected for the same rationales. 

Claim Rejections - 35 USC § 103 

1 1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

12. Claims 1-4 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mehta et al. (US 7624281) (hereinafter Mehta) in view of Tatebayashi et al. (US 
20050102527) (hereinafter Tatebayashi). 
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Regarding claim 1 , Mehta discloses a peripheral device for a programmable logic 
controller, the peripheral device comprising: 

an inputting means for inputting peripheral device authentication data being the 
same as the authentication data stored in a storage means of the programmable logic 
controller (Mehta: see figure 2; column 5 lines 38-67: user input housing; column 7 lines 
8-25; column 7 lines 40-50; and column 8 lines 43-48: authentication module, emulation 
controller, input-output buffer.. .implemented as part of a single or multiple components 
(or any combination thereof (e.g., a programmable logic controller))); 

Mehta does not teach an encryption means for encrypting peripheral device 
authentication data used in authentication for authorizing use of programmable logic 
controller peripheral device itself, encrypting data used in the programmable logic 
controller, and encrypting authentication data that is established in the programmable 
logic controller and that verifies whether or not communication with the programmable 
logic controller is authorized for the data used in the programmable logic controller; an 
external storage means for storing at least peripheral device authentication data having 
been encrypted; an internal storage means for storing at least peripheral device 
authentication data having been encrypted; a decryption means for decrypting the 
peripheral device authentication data, the data used in the programmable logic 
controller, and the authentication data; and verification means for determining whether 
or not Use of the programmable logic controller peripheral device is authorized, by 
checking peripheral device authentication data read out from the external storage 
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means and decrypted, against peripheral device authentication data read out from the 
internal storage means and decrypted. 

However, Tatebayashi discloses an encryption means for encrypting peripheral 
device authentication data used in authentication for authorizing use of programmable 
logic controller peripheral device itself, encrypting data used in the programmable logic 
controller, and encrypting authentication data that is established in the programmable 
logic controller and that verifies whether or not communication with the programmable 
logic controller is authorized for the data used in the programmable logic controller 
(Tatebayashi: see figure 2, figure 5 and paragraphs 01 1 8, 01 45, 01 86 and 0248); n 
external storage means for storing at least peripheral device authentication data having 
been encrypted (Tatebayashi: paragraphs 0083, 0101 and 0109); n internal storage 
means for storing at least peripheral device authentication data having been encrypted 
(Tatebayashi: paragraphs 0145 and 0160); decryption means for decrypting the 
peripheral device authentication data, the data used in the programmable logic 
controller, and the authentication data (Tatebayashi: see figure 5 item 333 and 
paragraphs 0145, 0160, 0170 and 0248); and verification means for determining 
whether or not Use of the programmable logic controller peripheral device is authorized, 
by checking peripheral device authentication data read out from the external storage 
means and decrypted, against peripheral device authentication data read out from the 
internal storage means and decrypted (Tatebayashi: paragraphs 0109 and 0181). 

Therefore, it would have been obvious to a person skilled art at the time the 
invention was made to have included in Mehta the feature of Tatebayashi as discussed 
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above because there is a need for insuring secure data transmission, including 
transactional and credit card information, and for preventing unauthorized copying and 
use of software programs or packages (Tatebayashi: page 1). 

Regarding claim 2, Mehta as modified discloses wherein when communication 
between the programmable logic controller and the programmable logic controller 
peripheral device is via a network: the encryption means is further for encrypting 
network authentication data for authorizing the communication between the 
programmable logic controller and the programmable logic controller peripheral device 
(Tatebayashi: paragraph 0248); the external storage means is further for storing the 
network authentication data (Tatebayashi: see figure 4); and the decryption means is 
further for decrypting the network authentication data stored in the external storage 
means (Tatebayashi: see figure 5 item 333 and paragraphs 0145, 0160 and 0170). The 
same motivation was utilized in claim 1 applied equally well to claim 2. 

Regarding claim 3, this claim has limitations that is similar to those of claim 1 , 
thus it is rejected with the same rationale applied against claim 1 above. 

Regarding claim 4, Mehta as modified discloses wherein when communication 
between the programmable logic controller and the programmable logic controller 
peripheral device is via a network: the encrypter is further for encrypting network 
authentication data for authorizing the communication between the programmable logic 
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controller and the programmable logic controller peripheral device (paragraph 0248); 
the external storage is further for storing the network authentication data (Tatebayashi: 
paragraphs 0083, 0101 and 0109); and the decrypter is further for decrypting the 
network authentication data stored in the external storage (Tatebayashi: see figure 5 
item 333 and paragraphs 0145, 0160 and 0170). The same motivation was utilized in 
claim 1 applied equally well to claim 4. 

Conclusion 

13. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to TRANG DOAN whose telephone number is (571)272- 
0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William R. Korzuch can be reached on (571) 272-7589. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Trang Doan/ 
Examiner, Art Unit 2431 
/Syed Zia/ 

Primary Examiner, Art Unit 2431 



